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A. Introduction
At the last T1P1.SAH meeting, held in January 2002, the concept of Packet Activity reporting was introduced.  Packet Activity reporting entails the ability to intercept packets sent by or to the intercept subject, extract the associated IRI, formulate a Lawful intercept (LI) message to report the Interecept-Related Information (IRI) and transmit the IRI to LEAs.  The proposal discussed at the January T1P1.SAH meeting allowed the SGSN or GGSN to perform this function.  Concerns were raised by the industry participants (carriers and manufacturers) related to the possible performance impacts of the Packet Activity reporting function, although no specificity or details were provided regarding these possible performance impacts.  

This contribution provides three examples for how suppliers could support the Packet Activity reporting capability while minimizing the possibility of performance impacts on the SGSN or GGSN.  Note that these are only examples, and should not be construed to be a mandate of any design or implementation.  

In addition, this contribution proposes the support of the Packet Activity reporting capability in order to meet the needs of Law Enforcement.

B. Discussion

Background: Based on conference calls in January 2002, a contribution (see T1P1/2002-008) was submitted at the last T1P1.SAH meeting identifying Law Enforcement’s needs with respect to receiving IRI for packets sent by or to the user.  

At the meeting it was suggested that enabling such interception would cause performance impacts on the xGSN nodes. These impacts could not be elaborated on, and certainly not in any quantifiable form.  Nevertheless, it was postulated that the proposal should not be considered without any new input on the topic.  

Requirement: LEAs have a need to receive IRI information for packets sent by or to the intercept subject.  Specifically, LEAs need access to the following information:

· Source and Destination Addresses of the packet

· Transport Protocol 

· Source and Destination Transport Port of the packet

Discussion:  The current LI specifications in T1P1.SAH and 3GPP do not include a mechanism to support Packet Activity reporting capabilities.  If the process that could be used for supporting packet activity reporting capabilities is examined, it could be decomposed into several functions.  The following is one example of how the process can be decomposed, although there could be other ways to decompose this process:

1.  Identification of Packets for which Packet Activity Reporting is to be performed;

2.  Processing each individual packet to extract the associated IRI;

3.  Formulating the IRI record for reporting Packet Activity;

4.  Transmitting the IRI record to the LEMF.

Figure 1 illustrates the above processes relative to a “traditional” xGSN LI operation.
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Figure 1 - Expected Function of xGSN for Packet Activity

In Figure 1, the identification of packet is intended to address that process/function within the “traditional” xGSN that identifies the packets sent by or to the intercept subject.  The packet activity reporting function takes the identified packets and extracts the intercept related information for those individual packets (i.e., Source and Destination Addresses of the packet, Transport Protocol, and Source and Destination Transport Port of the packet).  The IRI Record Generation function is responsible for “aggregating” the information obtained from each individual packet and formulating an aggregate packet activity IRI record or for formulating a packet activity IRI record for each individual packet to be sent to the Delivery Function (DF).  The illustration in Figure 1 is only an example and is not intended to imply a particular implementation.

If having all of these functions and processes within a “traditional” xGSN is “performance impacting” for some vendors, then alternate arrangements can be used to provide the same functionality.   Three alternatives are illustrated in this contribution (Dedicated resource, xGSN adjunct, and standalone device).  All of these examples fit within the existing model provided by 3GPP TS 33.106, 107, and 108 in the context of the capabilities of a mediation function (MF).  

In the first example, the xGSN could be designed in such a way that dedicated resources could be provided just for the packet activity processing and IRI record generation as shown in Figure 2.  With dedicated resources available to support this capability, the “traditional” xGSN would not have to allocate much of the “normal” core functioning resources to the task of packet activity processing and reporting. The “traditional” xGSN would need to allocate some resources for the Identification of individual packets function, however, this is not expected to be great burden for the “traditional” xGSN as it would need to be supported for delivery of content of communication.


[image: image2.wmf]Delivery

Function

Delivery

Function

Identification

of Packet

Packet Activity

Processing

IRI record 

Generation

LEA

xGSN


Figure 2 - xGSN with Dedicated Resources for Packet Activity Reporting

Figure 3 demonstrates how the Packet Activity reporting could be handled by an adjunct node to the “traditional” xGSN.  As before, the identification of individual packets function is resident in the “traditional” xGSN.  However, the Packet Activity processing and the IRI record generation functions are moved to an adjunct node.  This alternative should also not have performance impacts on the “traditional” xGSN.  The Logical xGSN is the combination of the “traditional” xGSN and the adjunct node.  The DF only sees the Logical xGSN.  From the perspective of the DF and LEMF this arrangement can deliver what is needed and does not alter their view of a xGSN.  That is, the DF and LEMF do not see a difference between the Logical xGSN and the “traditional” xGSN.
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Figure 3 - Logical xGSN including Adjunct

Figure 4 illustrates the stand-alone packet activity reporting alternative.  In this arrangement, the “Traditional” xGSN again, includes the identification of individual packets function.  The “traditional” xGSN passes the identified packets to the stand-alone device for handling these packets. The stand-alone device processes these packets, extracts the relevant IRI, formulates the appropriate IRI record (aggregate or individual) and sends the IRI record(s) to the DF for transmission to the LEMF.  

Similar to the alternative using an adjunct node, the DF and the LEMF do not see any difference between a “traditional” xGSN and the Logical xGSN.

This approach has the ability to allow the stand-alone device to service multiple “traditional” xGSNs.  However, the stand-alone device could be conceptualized in such a way that the DF only views individual Logical xGSNs.  

A whole new approach, not described in this contribution, but certainly possible is for the DF to view the stand-alone device as another network element to try to gain more efficiencies at the stand-alone device to DF interface.
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Figure 4 - Logical xGSN including Standalone Device

This contribution has provided three separate examples of how one could implement packet activity reporting capabilities taking into consideration the impacts on performance on the xGSN with respect to its core functions while still meeting the needs of LEA.

In all of the example models provided for supporting the Packet Activity reporting capability, the greatest burden placed on the “traditional” xGSN (core functioning of the “traditional” xGSN) is that of identifying the intercept subject’s packet and handing those off to the Packet Activity processing function whether that Packet Activity processing function is in the same physical node as the “traditional” xGSN or in a separate physical node. This Identification of packet capability is required at the “traditional” xGSN to support the interception of the content of communications.

As demonstrated by this contribution, alternative implementations are possible to address concerns about the impacts on performance on the core functions of the “traditional” xGSN.  Various members of the industry are considering some of the examples shown in this contribution for implementation.  All of these examples fit within the existing model provided by 3GPP TS 33.106, 107, and 108 in the context of the capabilities of an MF.  Therefore, T1P1.SAH should move forward to incorporate the requirements for extracting IRI associated with Packet Activity and transmitting the IRI to LEA into the TS 33.108 and TS 33.107.  

A companion contribution (T1P1/2002-008R1) provides the specific proposed changes to TS 33.107 and TS 33.108 to address Packet Activity reporting.  These should be reviewed and, if appropriate, forwarded to 3GPP S3 LI.

C. Recommendation

If the examples provided in this contribution are deemed appropriate by the industry, then the examples could be compiled into an informative annex for TS 33.107 and 33.108.   In addition, companion contribution (T1P1/2002-008R1) provides the specific proposed changes to TS 33.107 and TS 33.108 to address Packet Activity reporting.  These should be reviewed and, if appropriate, forwarded to 3GPP S3 LI.
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